

















V  StegoCrypt

StegoCrypt is a prototype software system engi-
neered using MATLAB to examine the applica-
tions to which stochastic di usion can be used as
given in Algorithm | and Algorithm Il. It has been
designed with a simple Graphical User Interface as

shown in Figure 1 whose use is summarised in the

following table:

Encryption Decryption
Mode Mode
Inputs: Inputs:

Plaintext image,
Covertext image,
Private Key (PIN)

Stegotext image,
Private key (PIN)

Output: Output:

Stegotext Decrypted

image watermark

Operation: Operation:

Encrypt by clicking on | Decrypt by clicking on
button E button D

Fig. 1: Graphical User Interface for StegoCrypt.

The PIN (Personal Identity Number) can
be a numerical string with upto 16 elements.
A demo version of StegoCrypt is available
from http://eleceng.dit.ie/arg/downloads/
Stegocrypt.zip

Installation is initiated through setup.exe from the
root folder in which the downloaded application
has been placed (after unzipping the downloaded
le Stegocrypt.zip and following the instructions
on screen. Figure 2 gives an example of the I/O
produced by StegoCrypt

VI Conclusion

The principal aim of the approach described in
this paper is to encrypt an image and transform
the ciphertext into a binary array which is then
used to watermark a host image. This provides
a general method for hiding encrypted informa-
tion in “image-space'. The use of the internet to
transfer documents as image attachments has and
continues to grow rapidly and it is for this “mar-
ket' that the approach reported in this paper has
been developed. Inserting a binary watermark into
a host image obtained by binarizing a ciphertext
of a document provides a cryptographically secure
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Fig. 2: Plaintext image (top-left), covertext image (top-
right), watermarked image - Stegotext (bottom-left) and
associated decrypt (bottom-right).

solution. Although the watermark can be easily
removed from the covertext image (unless 2-bit
randomization is implemented) it can not be de-
crypted without the recipient having access to the
correct cryptographically secure cipher.

References

[1] S. Katzenbeisser and F. Petitcolas, \Informa-
tion Hiding Techniques for Steganography and
Digital Watermarking”, Artech House 2000.

[2] N. F. Johnson, Z. Duric and S. Jajodia, \In-
formation Hiding: Steganography and Wa-
termarking - Attacks and Countermeasures”,
Kluwer Academic Publishers 2001.

[3] G. Evans, J. M. Blackledge and P. Yardley,
\Analytical Methods for Partial Di erential
Equations”, Springer Undergraduate Mathe-
matics Series, Springer-Verlag 2000.

[4] M. Bertero and B. Boccacci, \Introduction
to Inverse Problems in Imaging”, Institute of
Physics Publishing 1998.

[5] J. M. Blackledge, \Digital Signal Processing,
Second Edition”, Horwood Publishing 2006.

[6] I. J. Cox, M. Miller, and J. Bloom, \Digital
Watermarking”, Morgan Kaufmann, 2002.



