1.6 Intended contributions of this work

persons in this work. These secondary identities may also be of specific interest in certain
clinical studies.

To determine the extent to which a novel (generalised and extendable) approach based
on a two-level identity model facilitates improved, effective and appropriate (e.g., minimal
or no logical / physical redesign, expert controlled) integration of identity models into

EHR systems, the author will work towards the following project objectives?.

O.1 investigate the two-level identity modelling approach to enable interoperability of
identity information between EHR systems and other health information systems, and
show the validity of using it to represent regional demographic and other identified

entities in health domain.

0.2 create a generalised identity reference model for sharing archetype-constrained
identity information between health information systems using diverse identities,
models and services, while permitting reuse of relevant published standard-based

archetypes.

0.3 apply the approach to express details of identity models to show its use for standards-
based two-level modelling alongside legacy systems. Unlike existing approaches,
this approach should not be specific to demographics but can also express other

identity types in healthcare and in other domains.

0.4 demonstrate the benefits of using this two-level identity modelling approach the
clinical models for EHRs that could be adapted and reapplied to ease identity-related

integration problems between laboratory information system and EHR system.

1.6 Intended contributions of this work

The following contributions® are attributed to this work.

The symbol “O” denotes “Objective”.
3The symbol “C” denotes “Contribution”.
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1.6 Intended contributions of this work

C.1 This work will explore the state of the art in shared identity model architectures that
provide a combination of processes and technologies to share identity information
in the context of large scale national EHR systems and accompanying information

systems.

C.2 The author will compare and analyse the features of the existing approaches to
demographics and identity by employing a categorisation approach to different types
of the identity models. The analysis in this work will provide evidence in support of
the dynamic two-level modelling approach to improve efficiency, interoperability
and expandability based on existing unstructured or single model based approaches

in e-Health.

C.3 This thesis will describe the development of an approach to create a generalised
identity reference model for sharing archetype-constrained identity information
between diverse identities, models and services using two-level models within the

health community.

C.4 The author will present an integrated approach to enhance the patient-centred record
and to also enable records that focus on other subjects of medical information such
as samples, or individual body parts so that these secondary identities can be used

for certain clinical studies.

(a) This approach will allow EHR systems to utilise two level models for identify-
ing the multiple demographics entities in the different specification perspec-
tives. This should make system integration process easier and more streamlined

through fewer transformations and potentially safer too.

C.5 The work will support ease of evolution to two level models for laboratory informa-
tion systems as well as EHR systems. Secondary use of more detailed feeder system

data (i.e. LIS data) could benefit from the data quality enhancement that comes with
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1.7 Organisation of the chapters in this thesis

a harmonised but also multi-view approach. Secondary use could also benefit from

this seamless link between record and specimen or order views.

1.7 Organisation of the chapters in this thesis

The rest of this thesis is organised as follows.

Chapter 2: Background gives the key terms and definitions with regard to identity in
EHR. The chapter surveys the computational modelling approaches, some representative
function models and interoperability standards in healthcare to account for the evolution of
shared identity models and relevant information technologies.

Chapter 3: State of the art for integrating shared identity models with EHRs focuses
solely on the integration approaches for sharing identity information with further literature
review. The chapter describes the central concepts of the ontology-based identity models
and federation of identity for archiving semantic interoperability of shared identity data
underlying the work. It also reviews relevant research and the tools related to identity
modelling in the health domain

Chapter 4: A generalised identity reference model introduces a generalised modelling
approach (called generalised identity reference model, GIRM) for shared identity. The
chapter describes the need, construction and derivation of the GIRM. In this chapter,
the characteristics under which the GIRM is designed to support exchanging archetype-
constrained identity information between diverse identity domains are described. It also
describes the evaluation strategy of the GIRM and the

Chapter 5: Evaluating the generalised RM approach describes the evaluation of
GIRM which demonstrate the feasibility of applying the GIRM to extending the existing
demographics models. The three components of the GIRM representation will be described
in this chapter, and an example of abstraction and constraint analysis of these models

then illustrate the use of the GIRM. The chapter also demonstrates the evaluation process
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1.7 Organisation of the chapters in this thesis

of archetypes creation which conform to both the GIRM and the chosen demographics
models.

Chapter 6: Application of the GIRM for identifying laboratory information present
an investigative study that applies the GIRM to represent clinical identity information in
the laboratory domain as well as discussion of its impact on existing modelling approach.
The further evaluation of implementing the two-level identity model to integrate the shared
identity and health information is described in this chapter. The last section summarises
and discusses the results of these consequences as well as the limitations of the work.

Chapter 7: Discussion and conclusions starts by reviewing the backgrounds to the
work, then describes the details of each research contribution in this thesis. The chapter
summarises the whole work and discusses the research implications of this study and the

possibilities for future research consideration.
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CHAPTER 1 WO

BACKGROUND

2.1 Introduction to this chapter

This work focuses on existing approaches to identity management in heterogeneous health-
care information environments. It has already been noted that identity management is
applied to associate documentation (e.g., EHR, EPR) with a subject of documentation
(e.g., care, laboratory, clinical trial) and the responsible entities (e.g., patients, samples)
and authors (e.g., HCPs, instruments) and also to provide secure and reliable access to
documentation.

As the reader shall observe at some points in this chapter, healthcare documentation
presents a particular set of challenges and leads to interesting and sometimes complex
solutions. In the author’s view, complexity also arises in distributed identity management
in the healthcare domain. This chapter will provide background to this work by describing
the evolution of many approaches and points of view that have been combined to form the
generalised identity model that this work proposes and more importantly the associated
way of thinking about identity.

This chapter introduces the research background about:

1. the historical viewpoints of identity in EHR and the key terms defined by the author,
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4.3 A generalised identity model

prototype with CEN/TS 14796 data types (CEN/TS, 2004), that are referenced by the ISO
EN13606 (ISO/TC 215, 2006) specification. Properties or elements can be added based on
a generic example. For instance, a sequence number may be an optional property of the
TraitPart class. Certain complex data types are required to be incorporated into the GIRM

according to implementation requirements, for example, simple text, coded text, Uniform

Resource Identifier (URI), Object Identifier (OID) and Instance Identifier (II) (CEN/TS,

2004).
Table 4.2 Observation of the characterisation of the GIRM

Characteristics of identity model How handled in GIRM Standards using feature
Identity RM class EN13606, OpenEHR
Identity component RM properties / data type EN13606, OpenEHR
Archetype id RM properties / data type EN13606

. . IS, EN13606, ISO/TS
Trait EAV with meta data model (HL7, 2014) 22220, ISO/DTS 27527

. EN13606, ISO/TS 22220,
Trait part RM class ISO/DTS 27527
Validity time RM property / data type EN13606, OpenEHR, IS, HL7
Replacing version RM property / data type IS, OpenEHR, HL7
Unique identifier RM property / data type EN13606
Identity link RM class / ontology-based OpenEHR, HL7, IS
Data value RM property / data type EN13606, OpenEHR, HL7, IS

Consequently, the main features of GIRM according to Figure 4.3 are defined as
follows.

Main classes in the GIRM schema:

1. Identity is instance of an identity that corresponds to the identified entity of EN13606.

An identity may contain zero Traits when it is initiated.

2. Identity component - is an abstract and super class of Identity and Trait.

3. Trait 1s a characteristic of an identity such as name, address and assigned after within
certain domain. Trait is either a complex trait or simple trait (with the Data value).
For preserving information integrity of a complex trait, a trait part therefore can not

be a simple trait in the design of the GIRM schema.
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4.3 A generalised identity model

IDENTITY_COMPONENT

_|_—[> name <F—

archetype id
TRA’TT validity_time IDENTITY
0. * - unique_identifier
0..* replacing_version
| A
COMPLEX_TRAIT SIMPLE_TRAIT ; L
data value source  destination
?0...* ?0___* : !
IDENTITY_LINK
TRAIT_PART DATA_VALUE
name
data_value 0.* null_flavor role

Figure. 4.3 The class diagram of the GIRM prototype

4. Identity link provides a functional role for the linkage between identities.

5. Data value is the container for an actual value in the RM and it may contain a single

value that is defined by the complex data type or null attribute.
Main properties in the GIRM schema:

* Name is used to define the responsibilities undertaken by a class including the

archetype-able class based on its competency.
» Archetype id refers to the unique identifier of the archetype.

 Trait part represents the details of a trait. It can be used to contain any numbers or

texts if a trait has additional descriptive attributes.
* Validity time is the valid time interval for the definition of trait or trait set.
* Replacing version means that identities are always versioned when created.

» Unique identifier is required for uniquely identifying the identity.
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5.2 Evaluating the generalised RM approach

5.2.4 Investigation 3: Making EN13606 demographics extensible us-
ing GIRM

However, in particular, as mentioned in previous chapters, despite work in progress, the
currently published the EN13606 demographics RM at time of writing is a static reference
model which cannot be archetyped with flexibility in its current form which only includes
four identified entities. Consequently it is not possible to extend this standardised model to
permit new types of identified entity to which fraits can be assigned. Figure 5.3 shows all
concepts of identified entities in EN13606 demographics model that will be fully covered
by the evaluation. The author constructed the original EN13606 demographics model
using the GIRM and add a flexible placeholder with common features that is shown in

Table 4.2 to express the different types of demographic entity.

PERSON SUBJECT OF_CARE_PERSON_IDENTIFICATION

ﬁi*ﬂ IDENTIFIED_HEALTHCARE PROFESSIONAL

ORGANISATION

SOFTWARE OR_DEVICE

EN13606 DEMOGRAPHICS

HEALTHCARE _PROFESSIONAL ROLE

POSTAL_ADDRESS

traits ENTITY NAME

TELECOM

Figure. 5.3 The concepts of EN13606 demographics model

The raw codes of XML schema given in Listing 5.1, demonstrate that the CEN de-
mographics RM can be constructed using the GIRM mediated schema to represent the
Entity_Name. The fragment between line 2 and line 10 allows the EN13606 demographic
model to be extended and archetype-able for implementing a two-level model which

nevertheless has a fixed portion to add other types of the identities.
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5.2 Evaluating the generalised RM approach

Listing 5.1 The raw XML schema of extended EN13606 Demographics RM

| <!-- Generalised IDENTIFIED_ENTITY GROUP -->

> <xs:element name="THIRD_PARTY_ENTITY" type="IDENTITY_COMPONENT" />
3 <xs:complexType name="THIRD_PARTY_ENTITY" abstract="true">

4 <xs:sequence>

5 <xs:element name="identity" type="IDENTITY" />

6 <xs:element name="identity_link" type="IDENTITY_LINK" />

7 <xs:element name="complex_trait" type="COMPLEX_TRAIT" />

8 <xs:element name="simple_trait" type="SIMPLE TRAIT" />

9 </xs:sequence>

10 </xs:complexType>

12 <!-- ENTITY_NAME -->

13 <xs:complexType name="ENTITY_NAME">

14 <xs:sequence>

15 <xs:element name="use" type="CV" />

16 <xs:element name="valid_time" type="IVLTS" />

7 <xs:element name="name_part" type="ENTITY_NAME_PART"
18 max0Occurs="unbounded" />

19 </xs:sequence>

20 </xs:complexType>

5
21

As a further example, the author assessed feasibility of extension using the GIRM to
facilitate a more flexible definition of identity in the EN13606 Demographics model. In
Listing 5.2, a part of the ADL codes shows how a GIRM-derived archetype decomposes
the original demographics information into complex trait and trait part that enables the
addition of other subjects of secondary identities such as the body parts. In other words,
the extended concept of “entity name” archetype of EN13606 can be employed to add
more demographic information such as language, description, history. This investigation is

intended to answer Q3.

Listing 5.2 A raw ADL file of EN13606 “SoC Person Identification’” archetype

I COMPLEX_TRAIT [at0007] occurrences matches {0..*} matches { -- entity_name
2 trait_part existence matches {0..1} cardinality matches {0..*; unordered; unique} matches {
3 TRAIT_PART [at0008] occurrences matches {0..*} matches { -- entity_name_part
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5.2 Evaluating the generalised RM approach

trait_part existence matches {0..1} cardinality matches {0..*; unordered; unique} matches {

TRAIT_PART [at0009] occurrences matches {0..*} matches {*} -- entityPartName
TRAIT_PART [at0010] occurrences matches {0..*} matches {*} -- namePartType
TRAIT_PART [at0011] occurrences matches {0..*} matches {*} -- namePartQualifier
}
}
TRAIT_PART [at0012] occurrences matches {0..*} matches {*} -- use
TRAIT_PART [at0013] occurrences matches {0..*} matches {*} -- validTime

5.2.5 Investigation 4: Building GIRM archetypes for the demograph-
ics model

As an example of building archetypes derived from ISO/TS 22220, Fig. 5.4(a) shows the
“SoC Name” of the original ISO/TS 22220 model. A portion of the ISO/TS 22220 model
is created in Figure 5.4(b) constructed by the GIRM in order to build the archetypes for
ISO/TS 22220. The representation of “Subject Of Care Name” is created in the same way
in order to constrain the demographics information of ISO/TS 22220 using the GIRM
in the object diagram of Figure 5.4(b). For example, the name title group in ISO/TS
22220 is a complex trait and is required to have two sub-attributes, Name Title, Name
Title Sequence Number as its trait parts. Listing 5.3 presents a raw ADL file of definition
of IDENTITY.SoC_Name archetype constrains the demographics information of ISO/TS
22220 has been instantiated from the GIRM-based EN13606 RM as shown in Figure
5.4(b).

In the last step of constructing EN13606 demographics RM using the GIRM schema,
the archetypes are mapped to XML schema to create an exchangeable identity instance
to support a legacy EHR system. In the sample application that is developed to evaluate
the work, the author has employed a Java open source XQuery implementation Saxon

(Kay, 2008) to process the XML-based mapping between the GIRM-based schema and
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SoC Name SoCName
: COMPLEX TRAIT

[X)

+ Name ID
+ Preferred Name
+ Conditional Use Flag

( A
? ( NameTitleGroup NamelD

: COMPLEX TRAIT | :SIMPLE TRAIT |

ST

PreferredName

:SIMPLE_TRAIT

(" N\
NameTitle —— ConditionalUseFlag
:TRAIT PART L : SIMPLE_TRAIT )

NameTitleSequenceNumber
:TRAIT PART

Name Title Group

+ Name Title Sequence Number
+ Name Title

(a) "SoC Name" class of ISO/TS 22220 (b) "SoC Name" transformation schema using GIRM

Figure. 5.4 The example of transformation of “SoC Name” by using GIRM.

Listing 5.3 The EN13606 “SoC Name” archetype with constraints of GIRM

IDENTITY/[at0000] occurrences matches {1..1} matches { -- SoC Name

traits existence matches {0..1} cardinality matches {0..*; unordered; unique} matches {

SIMPLE_TRAIT/[at0001] occurrences matches {0..*} matches {*} -- Name ID

SIMPLE_TRAIT/[at0002] occurrences matches {0..*} matches {*} -- Preferred Name

SIMPLE_TRAIT[at0003] occurrences matches {0..*} matches {*} -- Conditional Use Flag

COMPLEX_TRAIT/[at0004] occurrences matches {0..*} matches { -- Name Title Group

trait_part existence matches {0..1} cardinality matches {0..*; unordered; unique} matches {
TRAIT_PART/[at0005] occurrences matches {0..*} matches {*} -- Name Title Sequence Number
TRAIT_PART/[at0006] occurrences matches {0..*} matches {*} -- Name Title}}

the archetype schema. It should be noted that archetype mapping and normalisation
algorithms are out of the scope this work. The Poseacle project at university of Murcia
does a lot of work on the development of those algorithms and tools that support mapping
and data transformation between XML data sources and archetypes (Maldonado et al.,
2008).The example of the mapping creation for “SoC Name” are shown in Listing 5.4. The

investigation provides further answer to Q2.

Listing 5.4 A sample mapping file of the GIRM schema and the archetype schema

/traits/SIMPLE_TRAIT [at0001] <-> <xs:element name="name_id" type="xs:string" minOccurs="0" />

/traits/SIMPLE_TRAIT [at0002] <-> <xs:element name="preferred_name" type="xs:string" minOccurs="0" />
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5.2 Evaluating the generalised RM approach

3 /traits/SIMPLE_TRAIT [at0003] <-> <xs:element name="conditional_use_flag" type="xs:string" minOccurs="0" />

/traits/ COMPLEX_TRAIT [at0004] <-> <xs:complexType name="NAME_TITLE_GROUP">

5 /traits/ COMPLEX_TRAIT [at0004] /TRAIT_PART [at0005]

» /traits/ COMPLEX_TRAIT [at0004] /TRAIT_PART [at0005]

7 <=>

<xs: complexContent>
<xs:extension base="IDENTIFIED_ENTITY">
<xs:sequence>
<xs:element name="name_title_sequence_number" type="xs:string" minOccurs="0" />
<xs:element name="name_title" type="xs:string" minOccurs="0" />
</Xs:sequence>

</xs:extension>

5 </xs:complexContent>

5.2.6 The results of extended EN13606 demographics RM using GIRM

In a domain as complex as healthcare, the difficulties of modelling a large number of
clinical concepts usually arise in a single-level modelling approach. The results show
that single level (fixed) information models are complex but they can also employ an
abstract model with lots of optionality. In the author’s opinion, the high level of abstraction
makes such models quite difficult to comprehend and implement. The fixed nature is
also insufficient to allow domain experts to be directly involved in defining the semantics
of clinical information system and it has less interoperability in the healthcare domain
compared to the existing two level models such as openEHR.

In addition to looking at the feasibility of using the GIRM schema to extend the
EN13606 demographics model,the level of constraint of the identified entities of the
EN13606 demographics model were counted and the results of counting were compared
as shown in Table 5.2. As a result, the level of constraint of the GIRM-based EN13606
demographics RM increases noticeably compared to original demographics RM by lifting
the proportion of the size of model on their entire models to 242%.

The datatypes used in the GIRM schema employ the ISO/TS 14796 which has the
datatypes (CS, CV, TS, QUANTITY, IVLTS, II, TEXT, URI, CODE, SIMPLE_TEXT,
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required in research where the focus is more on the sample. The author believes that
adopting this more general approach to identity will allow EHRSs to be used for secondary
use and for electronic records where research effort is around the specimen rather than the

patient.

6.3.1 Evaluation Setting

For utilising the GIRM approach to develop the archetypes that can be used in a LIMS, the
same process of constructing the GIRM by observing the main existing specifications of
the analytical instruments is required. In this study, the author investigated the ISO 11073
and ASTM 1394-97 standards which has been mainly used for the development of medical
devices in particular (Markey and Berry, 2010). Given that they are describing the same
problem domain although with a gap of 15 years between the two sets of specifications.
So it is likely to find some overlapping concepts between these two sources of metadata so
that the evaluation illustrates the difference and similarity between the information models
of ASTM 1394 and ISO 11073:90101 which helps to define the subject of laboratory
information for the record.

Through analysis of the concepts defined in the ASTM models of laboratory informa-
tion, the author developed a set of archetypes that fully cover all the fields of specimen,
order/request and instrument using the GIRM within LIMS - but where traits that allow
human or computer identification of the identified entities to be kept separate. Furthermore,
the mapping and overlapping between the fields of specimen and instrument using the
GIRM are presented to compare with the openEHR archetypes.

With the development of GIRM-based laboratory archetypes, the author surveyed three
open source laboratory information systems, Bika Lab Systems (Bika, 2002), Labkey LIMS
(LabKey, 2005), OpenLIMS (OpenL.IMS, 2013) and a medical record system OpenMRS
(OpenMRS, 2004) with the support of exchanging laboratory information as the data

sets. Next, the evaluation process follows the investigation of the database structures of
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these LIMS to define the GIRM-based archetypes for identifying the subject of clinical

laboratory information within those models.

6.4 Results

6.4.1 Investigation 5: Difference and similarity between 90101 and

ASTM

To demonstrate the difference and similarity between the existing information models,
the author investigated both ISO 11073:90101 and ASTM 1394 to seek the candidate
identified entities for modelling. Table 6.1 lists 26 concepts from ISO 11073:90101 which
consists 101 attributes that were compared to the same concepts within the ASTM 1394 (a
specification for clinical laboratory instruments) excluding the non-identified entities. For
example, Device, Operator, Patient Service, Access point, Specimen, Order, Request and
Directive are potential identified entities based on the author’s experience.

By the comparison of these properties between test suites, the coverage of the attributes
reaches 26% 1n total. This means that there are the big gaps in the test coverage of clinical
laboratory information. However, the overlapping discoveries of these properties reveal
the mandatory characteristics of clinical laboratory identity that are recorded in both
specification (e.g., Header, Device, Access control, Operator, Patient, Service, Observation,
Specimen, Order/Request, Note). Table 6.1 presents a list of the main identified entities
that focus on device, specimen and order within ISO 11073 and ASTM 1394. The entities
3to7, 10, 22, 23 can be the part of record of the “DEVICE” which is the primary subject
in the domain of laboratory. Similar to the SPECIMEN, the record of specimen can consist
of the entities 9,11 and both the “SPECIMEN" and the “TERMINATION” could also
be the part of record of the “REQUEST” and the “ORDER”. In addition to the results,

both ISO 11073:90101 and ASTM 1394 provide more detailed record components for the
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Table 6.1 Investigated concepts of laboratory within ISO 11073:90101

ISO 11073:90101 Property (The number of attributes)
HEADER (5)

DEVICE (10)

DEVICE STATUS (8)

DEVICE CAPABILITIES (2)
DEVICE STATIC CAPABILITIES (4)
ACCESS CONTROL (5)
DEVICE EVENT (3)
OPERATOR (2)

PATIENT (8)

SERVICE (5)

OBSERVATION (8)

ACCESS POINT (2)
SPECIMEN (4)
TERMINATION (2)

UPDATE ACTION (1)

END OF TOPIC (1)

ORDER (3)

REQUEST (1)
ACKNOWLEDGE (4)
DIRECTIVE (1)

ESCAPE (3)

REAGENT (3)

CONTROL CALIBRATION (5)
TIME (2)

TIMEZONE (4)

NOTE (1)
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specific entities such as specimen, order, request which are extracted from these models as
shown in Table 6.2. The empty columns in this table denote the status of not present which
represents the mismatch properties in ASTM 1394. Further, the extra properties extracted
from ISO 11073 and ASTM 1394 were summarised in Table 6.2 that contributed to the
archetypes creation.

In this investigation, 3 new archetypes were created as shown in Table 6.4 that
fully cover all the fields of specimen, order/request and instrument by support of ISO

11073:90101 and ASTM 1394 using the GIRM-based model to represent the traits of
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Table 6.2 Properties of the identified entity between ISO 11073 and ASTM 1394

ISO 11073:90101 Property ASTM 1394 Property

DEVICE

device_id Instrument identification
vendor_id No ASTM equivalent
model_id No ASTM equivalent
serial_id No ASTM equivalent
manufacturer_name No ASTM equivalent
hw_version No ASTM equivalent
SW_version No ASTM equivalent
device_name No ASTM equivalent
vmd_name No ASTM equivalent
vmd_id Instrument Section ID
SPECIMEN

specimen_dttm Specimen Collection Date and Time

specimen_id Specimen ID

source_cd SpecDesc.SpecimenSource
type_cd SpecDesc.SpecimenType
ORDER

universal_service_id No ASTM equivalent
ordering_provider_id Ordering Physician
order_id No ASTM equivalent
REQUEST

request_cd No ASTM equivalent
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Table 6.3 A summary of the properties within ISO 11073:90101 and ASTM 1394

EXTRA ISO 11073:90101 PROPERTIES

EXTRA ASTM 1394 PROPERTIES

1 RESULT RECORD ORDER
Record Type ID Record Type ID
Sequence Number Sequence Number
Units Collector ID
Nature of Abnormality Testing Action Code
Date of Change in Instrument Normative Values or Units Danger Code

2 SPECIMEN RECORD

Universal Test ID

Priority

Requested/Ordered Date and Time
Collection End Time

Collection Volume

Specimen Service

Specimen Institution

3 REQUEST INFORMATION RECORD

Record Type ID

Sequence Number

Starting Range ID Number:

Ending Range ID Number

Universal Test 1D

Nature of Request Time Limits
Beginning Request Results Date and Time
Ending Request Results Date and Time
Requesting Physician Name

Requesting Physician Telephone Number
User Field No. 1

User Field No. 2

Request Information Status Codes

Relevant Clinical Information

Date/Time Specimen Received

Ordering Physician

Physician ’s Telephone Number

Users Field No. 1

Users Field No. 2

Laboratory Field No. 1

Laboratory Field No. 2

Date/Time Results Reported or Last Modified
Instrument Charge to Computer System
Report Types

Reserved Field

Location or Ward of Specimen Collection
Nosocomial Injection Flag

the identified entity. The results, in particular, show the effectiveness of modelling the

identified entities in the sample-centric LIMS using the GIRM so answering Q5.

Table 6.4 New archetypes of Specimen, Instrument and Order created by the GIRM

Clinical laboratory Archetypes

Source

GIRM-IDENTIFIED_ENTITY.Specimen.v1.adl
GIRM-IDENTIFIED_ENTITY.Instrument.v1.adl

GIRM-IDENTIFIED_ENTITY.Order.v1.adl

ISO 11073:90101
ISO 11073:90101
ISO 11073:90101 & ASTM 1394
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tools. The GIRM is constrained by an EHR developer while preserving the flexibilities of
an archetype-able reference model.

This aspect of the work can be seen as an implementation instance of a domain compati-
ble specialisation / enhancement EAV/CR representation. Like the EAV/CR representation,
the GIRM leverages the concepts of Object-Oriented Programming (OOP) to facilitate
the flexibility of data processing as well as moderating granularity of data. Unlike the
EAV/CR however, two level models are domain specific in nature, containing domain
specific features in the reference model. In principle, although the domain specificity is
admittedly quite lightweight, the GIRM has both the advantages of the simple logical-
information approach and the complex domain-knowledge approach. Furthermore, the
GIRM is flexibly implementable at an instance level by creating a representation of the
reference model using selected aspects of the demographics standards such as EN13606,
ISO/TS 22220. Thus, the course of implementing the GIRM and the results based on the
primarily evaluation in Chapter Five provide the contribution:

Contribution 3: This thesis has described the development of an ap-
proach to create a generalised identity reference model for sharing archetype-
constrained identity information between diverse identities, models and ser-
vices using two-level models within the health community.

It must be noted that some simple identified entities (with small number of traits) may
end up as “fixed” model entities.

On the aspects of data integration, the mediated schema as the instance of the GIRM
helps in mapping attributes and definitions back to their origins when the mediated schema
of two EHR standards is derived from the same GIRM. In relative enhancement of domain
knowledge; changing attributes of continually generated biomedical data allows much
higher frequency reference information model updates. The results of the initial evaluation
in Section 5.2.6 have shown that the use of the mediated schema for instantiating the GIRM

facilitates the efficiency and reusability of the static identity reference model and semantic
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interoperability even though it requires more cost of efficiency on basic database operation.
Therefore, the contribution can be stated as follows:

Contribution 4a: This approach will allow EHR systems to utilise two
level models for identifying the multiple demographics entities in the differ-
ent specification perspectives. This should make system integration process
easier and more streamlined through fewer transformations and potentially
safer too.

On the aspects of exchanging identity information, existing standard demographics
models lead to distributed systems which can be difficult to extend as changes to the
fixed information model can lead to costly software changes. They do not tend to support
consensus-based development of concepts by the domain community. For instance, they
can produce multiple descriptions of the same domain-specific concept but ambiguity
is still a problem for the meta data mapping according to differing standards. Conse-
quently, Section 6.4.2 has demonstrated that the GIRM is extendable to support other
non-demographics entities from health domain such as laboratory information, with ex-
amples of a set of modified archetypes that fully cover all the fields of specimen using
two level models. As a result of the preliminary evaluation of the GIRM, this leads to the
contribution:

Contribution 4: The author has presented an integrated approach to en-
hance identification of the patient-centred record and to also enable records
that focus on other subjects of medical information such as samples, or indi-
vidual body parts so that these secondary identities can be used for certain

clinical studies.

7.3.4 Categorisation of identity information and record information

Another aspect of this approach is to preserve the unique relationship between patients and

health professionals but allows other perspectives and types of identities to be represented.
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In addition to restricting the usage of the EHR system by users, supporting identification
systems should maximise the availability of cross-referencing of healthcare-related identi-
ties that help parts of an EHR to be conveniently integrated accessed and identified by the
users.

So for instance for the purposes of clinical trials it is useful to create anonymised,
synthesised or composite identities (Friedman et al., 2010) and to make samples of various
types as subjects of information. A number of other demographics or identity trait set
model that can be used to represent other models and concepts from the specifications
based on the methodology of two-level modelling and the derivations of the main existing
identity models. Another consequence of this work could benefit biomedical research
in both anonymous and identifiable settings. Clinical trials, consented patients, sensitive
genomic datasets all require careful management of identities in both clinics and research
labs. The author demonstrates the applicability of the GIRM approach, by providing
examples of integrated applications of two-level identity modelling in the domain of the
clinical laboratory. The application presented in Section 6.4.2 has been demonstrated to
extract the identity information from the patient-centric EHR (reusing archetypes) to enable
identification for the subject of sample-centric activity within the other health domains.
These two applications provide the evidence of the contribution:

Contribution 5: The work has supported ease of evolution for laboratory
information systems as well as EHR systems. Secondary use of more de-
tailed feeder system data (i.e. LIS data) could benefit from the data quality
enhancement that comes with a harmonised but also multi-view approach.
Secondary use could also benefit from this seamless link between record and

specimen or order views.
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7.4 TImplications for the identity information modelling

In the author’s opinion based on experience in this work, the following advantages can be

associated with applying a two level identity model:

1. It makes the reference model generic-simple-small and the domain model specific-
complex-large. This also helps to make the demographics / identity schema of EHR

feeder systems and EHR system more changeable and sharable.

2. From the point of view of the reference model, it is lightweight applying the two-
level models that allow the combined identity model to be extendable; meanwhile, it
is compatible with both a mediated identity schema and original schema to facilitate

identity federation.

3. Existing identity schemas (e.g., CEN EN13606, ISO/TS 22220, ISO/TS 27527) do
not allow a high level of flexibility when it comes to entering data about demographic
entities or other entities or resources. The mediated schema that is employed in this
thesis is designed on two levels. This allows more flexibility when using identity
archetypes to support additional identity traits, or to add new types of identity without

a requirement for development of additional code for the schema.

4. It facilitates more natural documentation in two level modes for allied health profes-

sions and for associated information systems that act as EHR feeder systems.

Arising from the point 4, the following consequences could also contribute the domain
of biomedical laboratory and possible other AHP domains based on the author’s experience.
Using the GIRM, AHPs will get access to richer context-linked information that is
harmonised with the information rich resources in the EPR. For example, if a clinician
wishes to do research, they are more likely through this approach to be able to determine

which assay was used to generate each report. Archetype provides this richness of the new
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level details to help clinician to make better use of the big data set. In another instance,
in modern predictive QC practices when a QC incident occurs, it is necessary to trace
specimens / samples that went through particular devices back to the point when the QC
problem developed and then the information is traced back to the record in order to flag
and validate the related lab results. QC is now in the middleware but not in the LIS.
Furthermore, evolution and richness of archetypes is a good match with lab medicine,
which is also continuously evolving while some lab systems are designed (hospital culture
choice) around the patient, they also have a view for indexing, searching, managing
specimens and orders. For example, medical devices directive trends not to change
information in any way as each change in format could leads to medical device directive

headaches.

7.5 Future work

Admittedly, while the mechanism of building a RM is simple, it is not so simple a matter
to build the right RM. The GIRM is a simple RM that is intended to demonstrate the idea
of generalised identity with high level of abstraction to be instantiated to create the GIRM-
derived archetypes that decompose the demographics information into Complex_Trait and
Trait_Part. The recursive feature of the traits allow the certain flexibility to create or reuse
the user defined archetypes but it should be noted that this flexibility comes at a cost of
complexity. For this reason, despite the care that the author has taken with the development
of the model, this GIRM can only be presented as a single step in a journey towards a
robust and extendable identity model. SDOs can reuse existing model classes to reproduce
this functionality.

Further work will be based on the evaluation that orients the identity model to make
it fully compatible with modern ontological approaches to EHR creation. It is clear

that special emphasis must be placed in EHR architectures on patients and healthcare
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providers, for flexible use of EHR standards, and reuse of data for two-level models, other
subjects of care and subjects of information should be considered. In addition, further
work will be intended to develop an independent two-level identity service that provides
the functions of identity management to allow certain types of users to retrieve identities
and exchange identities for multiple types of identified entities within the health domain.
Each domain has its own correlated identities and the identities need to be exchanged in
both local domain and cross-referenced environment. Another aspect that was not covered
in this work but which would be an important consideration is the ethical, legal, security
implications of allowing non-demographic identified entities to be treated in a similar way

to demographic entities.

7.6 Conclusions

In the author’s view, for reasons of convenience and efficiency, it can make sense to have
a simple single level demographics model particularly where the associated information
systems do not need to interoperate. However, the flexibility of two-level models facilitates
the interoperability of identity management between heterogeneous mutually self-governed
EHR systems. Archetypes can be used to specialise traits, trait parts or identified entities to
allow representation of other demographics models using a single general reference model.

The addition of this approach would also allow demographics models such as the
EN13606 model to be extended using archetypes to encompass ISO/TS 22220 and
ISO/DTS 25757 specifications and to facilitate other technical perspectives on the in-
formation contained in a patient-centred EHR. This flexible modelling approach does not
need to be restricted to demographics as it exists in local domains. It could also be used to
extend the application of this model beyond demographics, into other types of (human)
identifiable entity, including samples, episodes, orders, organs, bones and wounds. Even

more generally, the introduction of a generalised identity model, frees two level models
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to be used in radically different environments (construction, aviation, transport and many
others) to help to help to support the identification of a wide variety of valuable resources
and to document their care.

As a first step towards fully validating the GIRM, this work has described the proce-
dure of investigation and production of the mediated schema of a GIRM. The procedure
emphasised the provenance of the chosen features of the model. It also described an initial
proof-of-concept that evaluates the viability of a GIRM.

The overall results can also be considered as a means of addressing the problem of low

data quality in demographics services and patient master indexes (PMlIs), by:

* allowing standardised but adaptable identity models to be developed as the author

presents in this work,

* allowing archetypes constraints to be made tighter to produce the data quality filters
at the point of data entry (Berry, 2011). This in turn would encourage developers to

support higher data quality entry practice.

At the present, for security reasons, demographics and health information are separated in
many modern EHR systems. However, interoperability between heterogeneous identity
domains to support matching of identity would require access control and other key security
features to be in place in order to make this a working system but that is not the focus
of this thesis. As noted earlier, this work has presented what could be considered as a
identity model for standardisation. In order for a model such as the GIRM to be used
generally by the health informatics community, it would need to be further discussed and
more rigorously evaluated in a similar fashion to EN13606 and openEHR reference models
by the community of domain experts.

Finally, the GIRM is not a final model but the thesis is just intended to show two-level
identity modelling approach as a technique. It is hoped to suggest this two-level approach

to identity modelling as a possible work item for CEN TC251 or another standards body. In

167



7.6 Conclusions

the author’s opinion, this type of trial implementation or evaluation-before-standardisation,

is an approach that should be incorporated more into standards development work.
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GLOSSARY

Allied Health Professional A general term that refers to a number of health professional
roles other than “front line” staff such as doctors or nurses. Included in this cate-
gory are biomedical scientists, medical physicists, speech and language therapists,
dieticians and others. Although some of these individuals do directly interact with
patients, their day to day focus in many cases is on subjects of information other than
the patient. For example, biomedical scientists are generally focused on specimens

and orders.

American National Standards Institute A private non-profit organisation that is con-
sists of the company, the government, and other members, is to coordinate and

review U.S. standards.

American Society for Testing and Materials An SDO that was responsible for among
other specifications HL7-style instrument messaging protocols where identity fo-
cused on patient but also other non human subjects such as specimen, order and

instrument.

Archetype The second level of two level models. Archetypes can be developed by
domain experts using a semi-graphical tool, to reflect some feature of healthcare
documentation or health identity management. So for example, a valid “health data”
archetype would be “Blood Pressure” while a suitable identity archetype could be

“Blood Product Vendor Contact Details”.

Archetype Definition Language A formal language that is used to define the archetypes..
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Glossary

Archetype Object Model An object model that is used to describe the structural proper-

ties of archetypes.

Archetype-able It means that the information is able to be expressed by the archetype

approach.

Basic Formal Ontology an ontology that acts as a very abstract root of other ontologies

and is closely related to the idea of identified entity that is adopted in this work.

Biomedical Research Integrated Domain Group A “static” Domain Analysis Model
(DAM) which is developed by CDISC in 2003 aims to make standards of clinical

research data that can be exchanged with HL7.

CEN TC251 The CEN technical committee that is responsible for developing eHealth
standards in Europe. At time of writing, most CEN TC251 work also comes under

the banner of ISO TC215 which is the equivalent technical committee of ISO.

Clinical Document Architecture The CDA, which provides an exchange model for clin-
ical documents (such as discharge summaries and progress notes) and CDA docu-
ments are encoded in XML as a basis for describing the structure of medical records

though the development of schema by acting as a data definition standard.

Clinical Information Modelling Initiative A cross-Atlantic initiative for developing de-

tailed clinical models that are intended for use in a numner of different formats.

Committee European Normalisation European committee for standardisation, the Eu-
ropean SDO. The nationsl standards bodies of all member states feed into this

body.

Data Types The categories of data that are contained in standard information model. For

example, the II is defined as a data type for identifiers in CEN 13606.

Demographic Service The service constitutes the discrete components of demographics
application that define loosely message-based interfaces for access by users across

the networks.
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Glossary

Document Type Definition A set of tags of the grammar rules which is part of authenti-

cation mechanism of the XML documents.

EHR Service A set of components of applications that include all EHR data manage-
ment processing and accessibility functions associated with a community of EHR

resources.

EHR System This term is used with similar meaning to an EHR Service but focuses on

the concept of integrated whole of EHR applications in particular.

EHRland A 30 month HIQA-funded research project that investigated the use of EN13606
for a future Irish EHR system. The author’s work was partially conducted as part

this project.

EHRcom A commonly used name for the ISO EN13606 family of specifications for EHR

communication..

Electronic Health Record “A repository of information regarding the health of a subject
of care in computer processable form, stored and transmitted securely, and accessible
by multiple authorised users. It has a commonly agreed logical information model

which is independent of EHR systems” (ISO/TC 215, 2005).

Enterprise Master Patient Index A system that organises client identity across multiple
systems to collect and store specific person identified demographic information from

the source system (track new IDs, track changes of existing IDs).

Entity Attribute Value A mechanism that has been used among other things to store

information “dynamically” in a relational database, without requiring a schema.

Entity Identification Service The second evolution of the OMG/HSSP identity specifica-
tions. Following the relative success of PIDS, tt was the first incarnation of these

specifications to include the idea of generalised identity.

Extensible Stylesheet Language Stylesheet Language that can be used for displaying
XML documents.
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Glossary

Extensive Markup Language A cross platform language and it describe the data content

on the network and structure of the standard.

Health and Information Quality Authority of Ireland The Health and Information Qual-
ity Authority of Ireland, responsible for overseeing good practice in healthcare and

in use of healthcare data in Ireland..
Health Level Seven International One of the main international Healthcare SDOs.

Healthcare Services Specification Program A collaboration arising out of a memoran-
dum of understanding between HL7 and OMG to jointly develop ehealth interoper-

ability standards.

HL7 Reference Information Model A static information model that was introduced as

part of HL7 V3.

HL7 version 2 A wide-ranging set of specifications for messages containing healthcare

information.

HL7 version 3 A revision of the HL7 v2 that depends on an object model to describe the

subjects of information.

Hospital Information System A system that manages among other things, the logistics
of patient visits to hospital, including room, bed and appointment management. As
such, a HIS typically encapsulates an EMPI in addition to a number of identity

domains relating to hospital resources.

Identification Service The most recent in a series of specifications for managing gener-
alised identities in healthcare that was developed as part of the HL7 / OMG HSSP
initiative.

Identity Cross-Reference Service The second iteration of the OMG/HSSP identity spec-

ifications.

Identity Domain An independent storage area is to assign the identities such as hospitals,

medical institutions or standardised organisations etc.
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Identity Linking A technology or a service provides the linkage function among the par-
ticipants in healthcare with same unique health identifier or additional demographic

data.

Identity Merging A technology or a service allows the different forms of identities to be

unified into one for reducing the identity redundancy.
Identity Service A service that allows for management of identity.

Information Model A conventional representation of information used to define the

method that reuses the managing data for different applications.

Integrating the Healthcare Enterprise An organisation who promotes healthcare inter-
operability by identifying practical interoperability use cases in healthcare and de-
veloping practical profiles and guidance about implementing ehealth interoperability

standards. They have developed the PIX and PDQ profiles for identification.

Interoperability The ability of different computerised system, networks, operating sys-

tems and applications work together, and to share information.

Laboratory Information Management System Also called a Laboratory Information
System is an information system that is used to help oversee manage the process of
analysing specimens and reporting the results of those investigations. In the clinical
laboratory, specimens are typically biological in nature such as treated blood, urine

or faecal material.
Laboratory Information System see Laboratory Information Management System.

Master Person Index Also called Patient Master Index - provides an index referencing

for patients in computer-based medical system.

National Health Service The national health service of the United Kingdom. Many

features of the Irish ehealth system are modelled on those found in the NHS.

190



Glossary

Object Management Group An SDO who develop specifications about object-based
interoperability. They developed PIDS and collaborated with HL7 in the development
of the IXS and IS specifications.

Patient Identification segment A set of patient identification information that forms
part of HL7 message. It typically contains different profiles containing traits for
identifying subjects of care. It consequently facilitates the transfer of demographic

information according to the requirements of a compliant ehealth system.
Patient Master Index see Patient Master Index.

Person Identification Service The original distributed identity service in the series that
led to the HSSP IS. It was developed by OMG Corbamed, later rcalled the OMG

health domain taskforce and focused on identification of human subjects only.

Personal Demographics Service a national demographics service that was introduced by

the NHS.

Picture Archiving and Communication System Somewhat overlaps with RIS (Radiol-
ogy Information System). A PACS manages and provides access to medical images

such as x-rays, and MRI images.

Referent Refers to all participates in healthcare such as objects, actions, persons, organi-

sations, device etc..

Semantic Signifier An associated set of validation instructions for the EIS Traits that

apply to a particular type of entity in a particular context.

Simple Object Access Protocol An XML-based communication protocol of information
network based on decentralised and distributed environment for network information.
Under the agreement, software components or applications communicate each other

through the standard HTTP protocol.
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Synapses Object Model and Synapses Object Dictionary The object model and object
dictionary of Synapses project. They correspond to reference model and Archetypes

respectively.

Trait An individual characteristics of demographic information such as name, address,

telephone number etc.

Trait Set A set of traits which is usually assigned by certain domains or organisations for

standardised data exchange and can be applied to a particular type of entity.

Unified modelling Language A set of standardised modelling formats for representing

static and dynamic aspects of object models. This specification is managed by OMG.

Uniform Resource Identifier A general format for holding links to physical or abstract
resources. A uniform resource locator (URL) that refers to web resource is a type of

URL

Web Ontology Language A derivation of RDF that is used to express ontologies for the

web.

XML schema definition A XML structure definition and is also a substitute for DTD.
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APPENDIX A

THE MEDIATED SCHEMAS OF GIRM REPRESENTATION

Listing A.1 A raw XML schema of GIRM “Identified Entity”

I <!-- Generalised Identity Reference Model 1.0.1 XML schema -->
> <xs:include schemalocation="GIRM—identity_component.xsd" />

4 <xs:element name="IDENTITY" type="IDENTITY" />

W

<xs:complexType name="IDENTITY">

6 <xs:complexContent>

7 <xs:extension base="IDENTITY_COMPONENT">

8 <xs:sequence>

9 <xs:element name="traits" type="TRAIT" minOccurs="0"

10 max0ccurs="unbounded" />

11 <xs:element name="unique_identifier" type="II" minOccurs="0"
12 maxOccurs="unbounded" />

13 <xs:element name='replacing_version" type="CV" minOccurs="0"
14 max0Occurs="unbounded" />

15 </xs:sequence>

16 </xs:extension>

17 </xs:complexContent>

18 </xs:complexType>

20 <xs:element name="IDENTITY_LINK" type="IDENTITY_LINK" />
21 <xs:complexType name="IDENTITY_LINK">

22 <xs:complexContent>

23 <xs:extension base="IDENTITY">

24 <xs:sequence>

25 <xs:element name="name" type="TEXT" minOccurs="0"
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47

48

49

65

66

maxOccurs="unbounded" />

<xs:element name="source_target" type="URI" minOccurs="0"
max0ccurs="unbounded" />

<xs:element name="destination_target" type="URI"
minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="TRAIT" abstract="true">
<xs:complexContent>
<xs:extension base="IDENTITY_COMPONENT">
</xs:extension>
</xs:complexContent>

</xs:complexType>

3 <xs:element name="SIMPLE TRAIT" type="SIMPLE_TRAIT" />

<xs:complexType name="SIMPLE TRAIT">
<xs:complexContent>
<xs:extension base="TRAIT">
<xs:sequence>
<xs:element name="data_value" type="DATA_VALUE" />
</xs:sequence>
</xs:extension>

</xs:complexContent>

2 </xs:complexType>

<xs:element name="COMPLEX_TRAIT" type="COMPLEX_TRAIT" />

5 <xs:complexType name="COMPLEX_ TRAIT">

<xs:complexContent>
<xs:extension base="TRAIT">
<xs:sequence>
<xs:element name="trait part" type="TRAIT PART"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:element name="TRAIT PART" type="TRAIT_PART" />
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<xs:complexType name="TRAIT_PART">
<xs:sequence>
<xs:element name='"data_value" type="DATA_VALUE" />
<xs:element name="trait part" type="TRAIT PART" minOccurs="0"
max0ccurs="unbounded" />
</xs:sequence>

</xs:complexType>

5 </xs:schema>

Listing A.2 A raw XML schema of GIRM “Identity Component”

<?7xml version="1.0" encoding="utf-8" 7>
<!-- GIRM Identity_Componenet 1.0.1 XML schema -->
<!-- Authored by TeaPOT in DIT 2010.09.14 -->

<xs:schema version="v].0.2" targetNamespace="http://schemas.ehrland.ie/v1"
elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.ehrland.ie/v1" id="GIRM—identity_component.xsd">

<xs:include schemaLocation="GIRM—dataTypes.xsd" />

<xs:element name='"identity_component” type="IDENTITY_COMPONENT" />
<xs:complexType name="IDENTITY_COMPONENT" abstract="true">
<xs:sequence>
<xs:element name="name" type="TEXT" />
<xs:element name="archetype id" type="xs:string"
minOccurs="0" maxOccurs="1" />
<xs:element name="validity_time" type="TS" minOccurs="0" />
</xs:sequence>
</xs:complexType>

</xs:schema>

Listing A.3 A raw XML schema of GIRM datatypes

<?7xml version="1.0" encoding="UTF-8"7>
<!-- GIRM DataTypes 1.0.1 XML schema -->

<xs:schema version="vl.0.2" targetNamespace="http://schemas.ehrland.ie/v1"
elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns="http://schemas.chrland.ie/v1" id="GIRM—dataTypes.xsd">

<xs:complexType name="CODE">
<xs:sequence>

<xs:element name="value" type="xs:string" />
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</xs:sequence>

</xs:complexType>

<xs:complexType name="DATA_VALUE" abstract="true"

<xs:sequence>

<xs:element name="nullFlavor" type="CS" minOccurs="0" />

</xs:sequence>

</xs:complexType>

<xs:complexType name="CS">
<xs:complexContent>
<xs:extension base="DATA_VALUE">

<xs: sequence>

<xs:element name="codingScheme" type="OID" minOccurs="0" />

<xs:element name='"codingSchemeName" type="xs:string"

minOccurs="0" />

<xs:element name='"codingScheme Version" type="xs:string"

minOccurs="0" />

<xs:element name="codeValue" type="xs:string" minOccurs="0" />

</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="OID">

<xs:sequence>

<xs:element name="oid" type="xs:string" minOccurs="0" />

</xs:sequence>

</xs:complexType>

<xs:complexType name="CV">
<xs:complexContent>
<xs:extension base="DATA_VALUE">

<xs:sequence>

<xs:element name='codingScheme" type="OID" minOccurs="0" />

<xs:element name='"codingSchemeName" type="xs:string"

minOccurs="0" />

<xs:element name="codingScheme Version" type="xs:string"

minOccurs="0" />

<xs:element name='"codeValue" type="xs:string" minOccurs="0" />

<xs:element name='"displayName" type="xs:string"
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51 minOccurs="0" />

52 </xs:sequence>
53 </xs:extension>
54 </xs:complexContent>

55 </xs:complexType>

56  <xs:complexType name="TS">

57 <xs:complexContent>

58 <xs:extension base="DATA_VALUE">

59 <xs:sequence>

60 <xs:element name="time" type="dateTime—time" />
61 </xs:sequence>

62 </xs:extension>

63 </xs:complexContent>

64  </xs:complexType>

65  <xs:simpleType name="dateTime—time">

66 <xs:union memberTypes="xs:dateTime xs:time" />
67  </xs:simpleType>

68  <xs:complexType name="DURATION">

69 <xs:complexContent>

70 <xs:extension base="QUANTITY">

71 <xs:sequence>

72 <xs:element name='"days" type="xs:integer" minOccurs="0" />

73 <xs:element name="hours" type="xs:integer" minOccurs="0" />
74 <xs:element name="minutes" type="xs:integer" minOccurs="0" />
75 <xs:element name="seconds" type="xs:integer" minOccurs="0" />
76 <xs:element name="fractional_second" type="xs:double"

77 minOccurs="0" />

78 <xs:element name="sign" type="xs:integer" minOccurs="0" />

79 </xs:sequence>

80 </xs:extension>

81 </xs:complexContent>

82 </xs:complexType>

83 <xs:complexType name="QUANTITY" abstract="true">

84 <xs:complexContent>

85 <xs:extension base="DATA_VALUE">
86 <xs:sequence />

87 </xs:extension>

88 </xs:complexContent>

89 </xs:complexType>
90  <xs:complexType name="IVLTS">

91 <xs:complexContent>
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92

93

94

96

97

98

99

100

101

102

103
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108

109

110

116

<xs:extension base="DATA_VALUE">
<xs:sequence>
<xs:element name="low" type="TS" minOccurs="0" />
<xs:element name="high" type="TS" minOccurs="0" />
<xs:element name="lowClosed" type="xs:boolean"
minOccurs="0" />
<xs:element name="highClosed" type="xs:boolean"
minOccurs="0" />
<xs:element name="width" type="DURATION" minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="I[">
<xs:complexContent>
<xs:extension base="DATA_VALUE">
<xs:sequence>
<xs:element name='"extension" type="xs:string" minOccurs="0" />
<xs:element name="assigningAuthorityName" type="xs:string"
minOccurs="0" />
<xs:element name="validTime" type="IVLTS" minOccurs="0" />
<xs:element name="root" type="OID" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="TEXT" abstract="true">
<xs:complexContent>
<xs:extension base="DATA_VALUE">
<xs:sequence>
<xs:element name="originalText" type="xs:string"
minOccurs="0" />
<xs:element name="language" type="CS" minOccurs="0" />
<xs:element name='charset" type="CS" minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="SIMPLE_TEXT">
<xs:complexContent>

<xs:extension base="TEXT">
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133 <xs:sequence />
134 </xs:extension>

135 </xs:complexContent>
136 </xs:complexType>

137 <xs:complexType name="URI">

138 <xs:complexContent>

139 <xs:extension base="DATA_VALUE">

140 <xs:sequence>

141 <xs:element name="value" type="xs:string" minOccurs="0" />
142 <xs:element name="scheme" type="xs:string" minOccurs="0" />
143 <xs:element name="path" type="xs:string" minOccurs="0" />
144 <xs:element name="fragment id" type="xs:string"

145 minOccurs="0" />

146 <xs:element name="uri_query" type="xs:string" minOccurs="0" />
147 <xs:element name="literal" type="xs:string" minOccurs="0" />
148 </xs:sequence>

149 </xs:extension>

150 </xs:complexContent>

151 </xs:complexType>

152 </xs:schema>
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APPENDIX B

A LARGE-SCALE TWO-LEVEL IDENTITY SERVICE ARCHI-

TECTURE

Introduction

This appendix discusses topics associated with developing a large scale two-level identity
service architecture. This leads to multiple issues that are associated with the requirements
based on enterprise view point as described in the following sections.

A shared EHR system requires supporting components at both a national level at each
EHR “site”. In the proposed system, a regional EHR system while supporting archetype
repositories and terminology services would provide access to registers of identities for
patients (Regional Health Identity Service) and health professionals (Regional HCP Identity
service). Each EHR system site would have access to these regional resources. In addition
to the clinical information services at each EHR system site, the local identity services
would support the mapping of the local patient and health care provider identities to the
regional equivalents.

If the such systems need to be implemented, the identity service should include the

following functionality:
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* A reference implementation of EHRcom compatible Demographics Identity Service
which uses the interfaces adopted from HSSP Identity Cross-Reference Service

(IXS) specification (OMG, 2009b).

 Support for cross linking (or cross referencing) identities between disparate patient
domains or disparate HCP domains for three types of entities: Patients, Health
Professionals or Providers in a centralised national domain according to the CEN

13606 demographics model.

» The general identity management operations of register retrieve and query for data
entities that allow the actors defined within the EHRcom standards to find, exchange

and reference demographics entity data while saving and associating the data.

 Support for linking the patient identities to the identity of their GP, consultant, or

hospital department that they visit.

Main actors in the business domain

It is supposed that the following participants which exist in most cases of health domains
can be supported by this service architecture but only person entities related to health
professional are included in this design of demographics identity service. However,

identified entities incorporated into the service include,

* Person - Patient/Healthcare Professional (incorporating different EHRcom roles

such as Composer, Committer, Responsible HCP)

* Organisation - GP/Hospital, Healthcare Provider, Healthcare research institution,

Software or Medical device

201



Overview according to open distributed processing

The previous section provides a high level description a proposed architecture for a dis-
tributed electronic health record system that is based on the two-level modelling approach.
This section presents the identity service design that is compatible with the enterprise
viewpoint of Reference Model of Open Distributed Processing (RM-ODP) framework with
the integration of two-level models.

RM-ODP includes Enterprise Viewpoint, Information Viewpoint , Computation view-
point, Engineering viewpoint and Technology viewpoint. The main body of this document
work corresponds to the ODP Information Viewpoint. This appendix focuses on the
viewpoint that is typically site independent, namely the Enterprise. One key benefits of
documenting according to ODP viewpoints in the author’s view is to effectively deal with
the inherent complexity of large and legacy systems. This service design has arisen out
of experimentation and extensive discussion over the course of the work. The enterprise
architecture describes some of the main information services that would be required at
a national or regional level and those that would need to be merged with the existing
relevant ICT resources at each participating site. The following services are considered to

be necessary elements of a working design.

“National” Identity Service

This service would provide the functions of identity management that allow certain types
of users to register identities, retrieve identities and manage identities for multiple entities
within the regional health domain such as patients, HCPs, organisations and devices. In a
jurisdiction like Ireland, where there has initially been no national system, each healthcare
site will have a sub-domain of the main regional domain, each having its own legacy
identities and it correlates these identities (e.g Patient, GP) to establish a standardised

information view, which provides a basis for an EHR system. This service employs an
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approach that is similar to the HSSP Identity Cross-reference Service (IXS) to extend the
management of identity to provide cross-referencing query and administrative functions

for an identified entity.

Local Identity Service

This component typically acts as a service to the composition committer while entering
the new clinical data into the EHR. It is also notified of changes in the local demographics
data by the demographic observer. Following changes in local demographics data, it is
responsible for interacting with the national identity service and it may also store national

IDs obtained from the national service.

Local Access Control Service

On top of national access control policy, which focuses essentially on role-based access
control, the EHR provider may wish to enforce additional policies, based, for example, on
the ID of the requester, whether it corresponds to a professional or an entire organisation.
The role of a local access control service will specifically be to enforce these locally

determined access control policies.

Demographic Observer

This component observes changes in the relevant demographics data sources and informs
the local identity service. It is configured by the EHR provider configuration tools to

interact with the local demographics data sources and the local identity service.

Record Identity Manager

This component is responsible for delivering unique UUIDs, or URIs, or indeed IIs with
suitable root OIDS (depending on the approach to identifiers) and (for example) assigning

authority names to the composition committer at committal time..

203



ODP - Enterprise view point

In chapters two and three of the main work, some of the fundamental concepts behind
two-level models were described as well as an overview of some of the main classes used
in the standard, in the reference model that is the focus of part one of the standard. Chapter
four of the main document described what corresponds to the Information Viewpoint for
an Identity Service. This section corresponds to the ODP Enterprise Viewpoint; it provides
a set of use cases and use case descriptions and scenarios associated with implementation

of the EN13606 standard.

National identity service use cases

The following sets of diagrams are provided to show how the author expects the identity

service to be used. They should be entirely consistent with the interface descriptions above.

Overview

The use cases of demographics identity service can be classified into three tiers by the
level of detail as shown in Figure B.1. Each use cases will be described from the tier of
general roles to specific roles.

Description of actors:

* Cross-reference Agent: defined in EN13606 as an “Identified_Entity” which contains
the sub-classifiers and it may be an organisation, person, or device or software.
In this service, cross-reference agent is also defined as the consumer or user of

demographics identity service.

* Cross-reference Provider: is defined in ISO/TS 27527 as an “Any person or organisa-

tion that is involved in or associated with the delivery of health services to a client, or
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Create Demographics Entity

>_|_

Cross-reference Provider B
Register Identity m___m‘ff»e“xtend>>

Map Identity with Entity
<<extend>>

G Query Demograhpics Entity
Retrieve Identity

<<extend>>
Cross-reference Agent

>0

Remove Demographics Identity

Manage Existing Identity <<extend>>

<<extend>>

Update/Link/Merge Demographics Entity

HAO——F

<<extend>>
Cross-reference Manager

unLink/unMerge Demographics Entity

Figure. B.1 Overview of use cases

caring for client well-being” and it is also defined as demographics identity service

provider in a position to register and query identified entity.

* Cross-reference Manager: is the function of the administration of demographics

identity service and it has greater privilege for administrative operation such as

remove, link, and update entities.
Primary Use Case 1: Register Identity

O O

A oA

Cross-reference Agent Cross-reference Provider

Figure. B.2 The use case of registering identity
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Summary: the goal of this use case is to register an identity (EN13606 Identi-
fied_Entity) from cross-reference provider as shown in Figure B.2. The main actors
are the cross-reference agent and the cross-reference provider.

Primary scenario:

* The cross-reference agent sends a request to the cross-reference provider. The
request contains the identification information defined in EN13606 demographics
reference model. The cross-reference provider will create and store demographics

entity and mapping between identifiers and entity IDs.
» The cross-reference provider authenticates the cross-reference agent.

* The cross-reference provider checks the access privileges of the cross-reference

agent for the subject of care and the query.

» The cross-reference provider sends back an acknowledgement message with [XSSta-

tus response.

Primary Use Case 2: Manage Existing Identity

i Manage Existing Identity — ;:

Cross-reference Agent Cross-reference Manager

Figure. B.3 The use case of managing the existing identities

Summary: the goal of this use case is to manage existing identity (CEN EN13606
Identified_Entity) from a cross-reference manager as shown in Figure B.3. The main actors
are the cross-reference agent and the cross-reference manager.

Primary scenario:
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» The cross-reference agent sends a request to the cross-reference manager. The re-
quest contains the identification information defined in CEN EN13606 demographics
reference model with the full or partial traits. The cross-reference manager links

merges and activates the entity and also operates in the reverse.
* The cross-reference manager authenticates the audit log reviewer.

* The cross-reference manager checks the access privileges of the cross-reference

agent for the administrative operation of demographics identity service.

» The cross-reference manager sends back an acknowledgement message with [XSSta-

tus response.

Primary Use Case 3: Retrieve Identity

i Manage Existing Identity — ;:

Cross-reference Agent Cross-reference Manager

Figure. B.4 The use case of retrieving identitiy

Summary: the goal of this use case is to query (CEN EN13606 Identified_Entity) from
a cross-reference provider as shown in Figure B.4. The main actors are the cross-reference
agent and the cross-reference provider.

Primary scenario:

* The cross-reference agent sends a request to the cross-reference provider. The
request contains the full or partial queried traits (identification information) defined
in CEN EN13606 demographics reference model. The cross-reference provider
returns a list of linked identifiers of patient records from all other domains that are

linked to the queried information about one particular patient in a specified domain.
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» The cross-reference provider authenticates the cross-reference agent.

* The cross-reference provider checks the access privileges of the cross-reference

agent for the subject of care and the query.

» The cross-reference provider sends back an acknowledgement message with IXSSta-

tus response.

Extensions of Primary Use Case 1: Create Demographics Entity

@e Demographics ED

Register Identity <<extend>>

Figure. B.5 The use case of creating demographic entity
Primary scenario:

* The cross-reference agent sends the request to create a new patient entity (CEN
EN13606 Identified_Entity) if the patient entity does not exist as shown in Figure

B.S.

Extensions of Primary Use Case 2: Map Identity with Entity

RegiSter Identit\f o

<<extend>>

G p Identity with EntD

Figure. B.6 The use case of mapping identity with entity

Primary scenario:
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» The cross-reference agent sends the request to create an ID mapping for a new
patient identity with an entity (CEN EN13606 Identified_Entity) if the patient entity

exists as shown in Figure B.6.

Extensions of Primary Use Case 3: Remove Demographics Identity

Manage Existing Identity <<extend>>

Figure. B.7 The use case of removing demographics identity
Primary scenario:

» The cross-reference agent sends the request to delete an identity/entity pair and its
associated traits from the repository and it is done by cross-reference manager as

shown in Figure B.7.

Extensions of Primary Use Case 4: Update / Link / Merge Demographics Identity

Manage Existing Identity <
Update/Link/Merge Demographics Entity

<<extend>>

Figure. B.8 The use case of updating/linking/merging demographics identity

Primary scenario as shown in Figure B.8:

» The cross-reference agent sends the request to update an entity with required demo-

graphics traits and it is done by cross-reference manager.

* The cross-reference agent sends the request to create an ID link between a supplied

entity and target entity and it is done by cross-reference manager.
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* The cross-reference agent sends the request to consolidate two duplicate entities and

it is done by cross-reference manager.

Extensions of Primary Use Case 5: unlink/ unMerge Demographics Identity

Manage Existing Identity

<<extend>>

@un"eme Demogra phi@

Figure. B.9 The use case of unlinking/unmerging demographics identity

Primary scenario as shown in Figure B.9:

» The cross-reference agent sends the request to reverse the link demographics entity

process and it is done by cross-reference manager.

* The cross-reference agent sends the request to reverse the merge demographics entity

process and it is done by cross-reference manager.

Extensions of Primary Use Case 6: Query Demographics Entity

< ___Qer\r Demograhpics EntD
Retrieve Identity

<<extend>>
Figure. B.10 The use case of querying demographics intity

Primary scenario as shown in Figure B.10:

» The cross-reference agent sends the request to query a patient identity and cross-
reference provider returns the single entity or the multiple entities associated with

queried traits.
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* The cross-reference agent sends the request to ask the national xIXS to give the

national IHI that corresponds to the local ID.

* The cross-reference agent sends the request to query the national xIXS to give the

national IHI that corresponds to the traits from the local entity.

* The cross-reference agent sends the request to query the national xIXS to give the

full entity that matches a IHI.
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